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The path forward

Enterprise risk is no
longer a hill to climb,
but a mountain
The modern, interconnected business world
demands a modern vision of what risk means.
Finance leaders must reckon with risk. And what this means
today is very different from what it meant even a year ago.
We know that risk is not what it once was – a manageable
series of responses based largely on a limited set of possibilities predicated on the past. We also know that the risk
of today is future-oriented, dynamic, global, real-time – as
full of the nebulous and strange as a science fiction novel. It
has the potential to reap windfalls for corporate growth or
deliver stunting reputational blows to brands in milliseconds.
So, how then should the modern enterprise look at risk?
Modern risk management demands top-tier attention.
The dizzying pace of complexity, immediate ramifications
of reputational threats and the correlation between risk
management and bottom-line performance are all reasons
for executives, and finance in particular, to give the concept
of business risk new attention. “Today, there’s a growing
recognition that risk management needs to be a part of a
comprehensive strategic plan in which the risks that could
prevent the organization from achieving its objectives are
identified and addressed,” says PwC. The CFO’s perspective on company performance, data, technology and
security all uniquely qualify finance to oversee the modern
facets of risk management.
Along with the many possibilities created by this additional
complexity, the finance leader of today is – and must be –

“We’re at the cusp
of a change
in an era.”
Anthony Scriffignano,
Chief Data Scientist, Dun & Bradstreet
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relentlessly focused on the risks that this complexity poses.
Over the past 20 years, the finance chief has evolved from
risk observer to risk strategist. According to KPMG, “Today’s
CFO is managing
an ecosystem of expanding complexity – thinking and
operating globally, leveraging financial data and analytics
to achieve profitable growth, challenging and enabling
business strategies, and capitalizing on a dynamic regulatory environment – all with a view to achieving competitive
advantage.”
It’s clear that risk isn’t a hill to climb any longer, but
a mountain.
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According to KPMG, “Today’s
CFO is managing an ecosystem
of expanding complexity —
thinking and operating globally,
leveraging financial data and
analytics to achieve profitable
growth, challenging and enabling business strategies, and
capitalizing on a dynamic regulatory environment — all with a
view to achieving competitive
advantage.”
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Introduction

Three emerging
hazards in risk
management
How do modern brands view, navigate and manage
enterprise risk? We surveyed hundreds of global finance
leaders. Here are the top three risk trends that emerged:

1

Finance leaders are
using data and managing risk programs,
but there’s a missing link
between risk and strategy.
Most enterprises are using
data to navigate more traditional aspects of risk, but
large gaps exist in linking
existing data to process,
strategy and behavior.

2

The use and misuse
of data is a burgeoning risk to modern
enterprises. Uber-risks
such as cybersecurity,
governance, compliance
and the management of
data itself pose threats
both within and without.

3

Relationships are
the biggest risk in
risk management
– and the connectedness
between people, geographic areas and data
points is something finance
leaders are struggling to
understand.

The Finance Mountaineer’s View of the Enterprise Risk Landscape

The complexity of relationships – among data points,
entities, people and teams – might just pose the biggest
risk to risk management. The velocity, scope and variety of
risks in today’s digital world make the skills needed to find a
semblance of predictability and order increasingly difficult
to come by. Even when data is available to help prioritize
and understand enterprise risk, companies are struggling
with the magnitude and disparity of the data they manage each day.
In spite of the growing complexity of enterprise risk, most
finance leaders are taking proactive steps to integrate
data into their decision frameworks and to formalize their
risk management processes internally. Data-savvy finance
leaders are incorporating data into some of their business
processes, such as customer and supplier evaluation and
governance. These modern finance leaders know that data
is important, yet they also struggle with the nebulousness of
emerging risks and the added unknowns of human behavior.

7

Key takeaway

The complexity of relationships – among data
points entities, people and
teams – might just pose
the biggest risk to risk
management.
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About
the study
About the respondents

We surveyed hundreds of senior level
finance leaders globally across various
industries in enterprises of various sizes in
management level positions, ranging from
line management to C-level. Over
75 percent of companies surveyed had
over 150 employees. All respondents were

in financial roles. The goal of the study was
to discover how these modern finance professionals are using data to navigate risk,
how enterprise risk currently impacts their
enterprises and what risks were emerging
within their industries and roles.

Functional level of respondents

14%
Manager

23%
VP/SVP

Company size
of respondents
in number
of employees

31%
Director

29% 47%
151–500

500+

24%
1–150

32%

C-Level/Owner
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At the summit: The emerging hazards
We probed on emerging areas of enterprise risk and uncovered the perspectives
that financial leaders have on just how
“risky” these hazards are. Cybersecurity,
human capital, compliance, data management and governance emerged as the top
“hot spots” of enterprise risk. Many finance
leaders don’t view areas such as M&A,

globalization and supply chain risk to be
a primary focus, yet many also indicated
that they are struggling to address the
linkage between risks. This suggests that
finance leaders might view these risks as
outside of their sphere of influence and
control, and thus do not focus as
heavily on them.

Negligible

Low

Moderate

High

Very-high

Cybersecurity

5%

5%

4%

33%

52%

Human capital

5%

10%

14%

24%

48%

Compliance

5%

14%

14%

24%

43%

Governance

0%

14%

29%

29%

29%

Data management

5%

5%

19%

48%

24%

Reputational risk

10%

19%

24%

24%

24%

Business fraud

5%

0%

33%

43%

19%

Capital management

10%

14%

29%

24%

19%

Supply chain

10%

14%

33%

24%

19%

Mergers & acquisitions

24%

14%

29%

14%

19%

Social media

24%

19%

19%

24%

14%

Globalization

24%

19%

33%

10%

14%

Lack of cross-functional alignment

14%

29%

24%

29%

5%
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The climate
outside

Core macro trends affecting enterprise risk management in finance

Ernst & Young elaborates on some of the forces governing
the disruption of the CFO’s role in its 2016 “DNA of the CFO”
Study. All four forces tie strongly to the strategic disruption
CFOs face navigating enterprise risk.
The layers of complexity brought on by digital, data, uncertainty and regulatory challenges are new reasons for
finance leaders to reimagine risk.

“Managing all types of risk
– strategic, reputational,
regulatory and cyber risk
– are growing parts of the
finance remit, particularly in
larger organizations, where
66 percent of our respondents say it’s a critical future
capability.”

Four forces disrupting
the CFO role
1. Digital

58%

of finance leaders say they need to build their
understanding of digital, smart technologies
and sophisticated data analytics.

2. Data

Today, organizations and
their finance leaders are
challenged by a rapidly
changing risk landscape.
Finding enough certainty to
be able to make decisions in
this volatile risk landscape
is a major challenge for
CFOs, and they are taking
an increasing role in risk
management.”
– EY

57%

of group CFOs believe that the delivery of data
and advanced analytics will be a critical capability for tomorrow’s finance function.

3. Risk and uncertainty

57%

of finance leaders believe that risk management
will be a critical capability in the future.

4. Stakeholder scrutiny and regulation

71%

of finance leaders say they will increasingly be
responsible for the decision-making in support of
their organization’s purpose.

Hazard 1
The Fog-Veiled Summit
– Risk and Strategy

“The price of light
is less than the
cost of darkness.”
– Arthur C. Nielsen,
Market Researcher & Founder
of ACNielsen

The Finance Mountaineer’s View of the Enterprise Risk Landscape
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The need
– The right link between
risk & strategy
As risk dominates more of the time of
senior finance leaders, an increasing
sense that strategy and data must
be linked to navigate risk effectively
pervades the sentiment of respondents.
Over 65 percent of finance leaders feel
strongly that the cultural element of
enterprise risk plays a strong role in determining whether strategic efforts are
successful or not.
This emphasis on culture comes as no
surprise – as the internal and external
driving forces behind enterprise risk
depend more than ever on the skills,
judgment and participation of an organization’s employees and stakeholders.
In second place at 35 percent is an identified need for risk-sensing analytics
among finance leaders. The pace of
innovation and rapid shifts in the risk
landscape necessitate the use of data
to navigate the turbulence.
Data cleanliness, risk management
processes and a C-suite focus all
ranked low on the respondents’ priority
list of needs – either due to current
success with these factors or a comparative descaling of them next to culture
and analytics.

Q: What do finance leaders say they need to
navigate risk effectively?

65%

A culture linking risk and strategy

35%

Risk-sensing analytics

25%

Cross-functionally embedded technology

10%

Improved risk management processes

10%

Improved risk management processes

5%

C-Suite Focus

Over 65% of finance leaders feel strongly that the cultural
element of enterprise risk plays a strong role in determining whether strategic efforts are successful or not.

Hazard 2
Treacherous terrain
– emerging risks from
the use and abuse of data

The new tightrope
to walk is the dividing
line between a world
drowning in data and
a world closing
in on itself.
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Most enterprises use
data in silos to drive
enterprise risk strategies
Roughly half of finance leaders report difficulty sharing,
linking and using data to drive their risk strategies. Only
20 percent of finance leaders reported that their data
is fully integrated and leveraged across the company.
Over 50 percent of finance leaders report that their
data currently exists in silos.
Q: How integrated is the data you use
to manage enterprise risk?
Only

20%

of finance leaders
report the ability
to share data in an
integrated fashion to
drive enterprise
risk.

Over

50%

of data used in
risk management
is siloed.

10%

We do not use data to inform
our risk strategy.

15%

We use data in a limited way.
It’s collected in silos but not
integrated.

30%

We collect data in silos but
make an effort to share it
upward and outward

25%

Our data is fully integrated
but not leveraged to the fullest extent.

20%

Our data is fully integrated and
leveraged across the company.
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Data and Risk
– What’s the
Current Dynamic
Q: Which areas of risk are
companies focused on?
Although finance leaders are grappling with
the implications of the emerging risk landscape,
most of them are currently using data in some
fashion to navigate risk.

50% Cybersecurity

50% Cybersecurity

40% Data Management

40% Data Management

30% Human Capital & HR

25% Capital Management

Q: Where are companies
currently using data to
navigate risk?
Finance leaders report using data to navigate
some elements of risk – particularly traditional
risks such as those rooted in compliance, customer credibility, supplier credibility, fraud and
governance. Yet emerging areas such as digital
behavior, globalization and capital deployment
have yet to find their ways into a data-inspired
risk management framework among most
companies.

Compliance
Mergers &
Acquisitions

15% Reputational Risk

15% Reputational Risk

10% Supply Chain

10% Supply Chain

Customer
Credibility

Supplier
Credibility

Globalization

Capital
Deployment

Fraud

Digital
Behavior

10% Globalization

Governance
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Emerging Risks
– The Use and
Abuse of Data
Q: Which areas pose the biggest risk currently?
While finance leaders are
using data to navigate traditional risks, they also indicate
that the areas where they are
not currently using data are
perceived as the areas that
pose the most risk currently.
Cybersecurity, M&A and
Data Management are all
core risks uncovered by the
study that finance leaders
are not currently using data
to manage. Compliance is
the only area rated as a high
risk that companies are currently using data to navigate.

Cybersecurity
Lack of
Cross-functional
Alignment

Human
Capital
Governance

Mergers &
Acquisitions

Reputational
Risk

Globalization

Data
Management

Social Media

Business
Fraud

Supply Chain

Compliance

Very High

Q: How much of your data play in your
risk management strategy?
15%

Small Role

45%

Moderate Role

40%

Main Role

Capital
Management

Moderately High

Almost no finance
leaders are using
data to monitor
digital behavior,
yet cybersecurity
is perceived as the
highest risk to
enterprises today.
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Data Managment
– A Risk in Risk
Evaluation
Companies have mixed feelings about
both risk and data. Data is currently being
used to help navigate compliance, customer and supplier credibility, fraud and
governance. Yet companies are struggling
to use data to manage cybersecurity and
digital risk.
The management of data itself is, not surprisingly, an enormous cause for concern
among most finance leaders. Data quality
continues to be a concern. Only 15% of
finance leaders say they are confident
in the quality of the data they use to
make risk decisions. “Beyond the obvious
benefits of staying one step ahead of
regulatory mandates, having accurate,
integrated and transparent data will drive
confident, proactive decisions to support
a solid risk management foundation,” says
SAS Risk Research.
Since many organizations are tasked
with managing and navigating data from
so many different sources, it’s easy to see
why missing linkages between systems
and fields might not only be a sources of
chaos, but negatively impact a company’s bottom line. From a risk perspective,
high-quality data is essential to implementing effective risk strategies.

Q: How much do you
trust the quality of
the data?

40%

are Wary

45%

are Accepting

15%

are Confident

Over

85%

of companies are
wary or merely
accepting of their
data quality.

Hazard 3
Perilous Frontier
– Rappelling From the
Altitudes of Missing
Relationships
Our data is growing,
but our relationships
are fragmenting.

The Finance Mountaineer’s View of the Enterprise Risk Landscape
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The Riskiest Hazards
– Missing Links
The relationship between the top-identified risks is – indeed – relationships.
Half of finance leaders were concerned
about cybersecurity and compliance,
while 40% were concerned about data
management and governance.

Top 5 areas of risk companies are focused on

50%

Cybersecurity

All of the five top risks identified share
a commonality: a strongly defined
relationship element. All, additionally,
involve the use and misuse of data.

50%

Compliance

40%

Data managment

40%

Govenrance

30%

Human Capital and HR

These trends suggest that
the biggest opportunity areas
in risk involve two things
– data and relationships.
Although most companies seem to
understand and operationalize a data
strategy to manage enterprise risk to
varying degrees, it’s clear that the data
isn’t being used holistically or in an integrated manner within most enterprises.
Additionally, the human aspects of
culture, compliance and talent management pose internal threats just as
cybersecurity and governance pose a
threat from without.

Percentage (%) of Respondents Focused on Risk Area
Currently

“As the world
becomes harder
and more complex,
the companies
who have the right
data and can make
sense of it in real-
time benefit the
most”
Rich Veldran
CFO, Dun & Bradstreet

The Finance Mountaineer’s View of the Enterprise Risk Landscape
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What trends are
behind the top
identified risks?
Cybersecurity

High alert must be a constant state, according to EY. “The digital world does not
allow any organization to feel comfortable in the area of cybersecurity threats
and vulnerabilities.” According to EY’s recent study, more than one-third of global
organizations still lack confidence in their ability to detect
cyberattacks. Increasingly, data is a strong component of
“The digital world
cybersecurity threats. Understanding the linkages between
does not allow any
attacks using data can help companies detect threats before they infiltrate, yet most companies are as yet unable to organization to
do this successfully.
feel comfortable in

Compliance

the area of cyber
security threats
and vulnerabilities.”

The digital age is holding companies both instantly liable
for infractions, slips and mistakes, and finance leaders are
often charged with understanding the laws, requirements
and standards and managing through them. “As global regulations proliferate and
stakeholder expectations increase, organizations are exposed to a greater degree
of compliance risk than ever before.” While many companies are using data to help
understand compliance levels, the links between infraction sources and the likelihood of threats are yet to be fully understood.

Human Capital and HR

The strategic management of human capital poses a major risk to most organizations. Not only does labor typically make up the largest percentage of the typical
company’s budget, the management of human capital also impacts a company’s
ability to protect itself from risk. Hiring the wrong talent in the wrong quantities for
the wrong reasons can negatively impact the bottom line and expose the company, and finance leaders are feeling the pressure to work more closely with HR
to use data to uncover hidden risks such as fraud or managerial ineffectiveness. In
2015, 57% of surveyed risk professionals indicated that hiring the right talent was
key to managing risk. Yet, many struggle to find the linkage between the right skills
and the application of hiring practices with data.

The Finance Mountaineer’s View of the Enterprise Risk Landscape

Data Managment

The management of data itself is, not surprisingly, an enormous cause for concern
among most finance leaders. Data quality continues to be a concern. Only 15% of
finance leaders say they are confident in the quality of the data they use to make
risk decisions, according to Dun & Bradstreet’s recent survey. “Beyond the obvious
benefits of staying one step ahead of regulatory mandates, having accurate, integrated and transparent data will drive confident, proactive decisions to support a
solid risk management foundation,” says SAS Risk Research. Since many organizations are tasked with managing and navigating data from so many different
sources, it’s easy to see why missing linkages between systems and fields might
not only be a sources of chaos, but negatively impact a company’s bottom line.
From a risk perspective, high-quality data is essential to implementing effective
risk strategies.

Governance

Ensuring proper controls in the wake of regulatory burdens, international laws and
multiple currencies takes up much of a finance team’s time. Like many strategic
endeavors, governance is now in itself a data-driven imperative. And while no
shortage of data exists for companies to sift through, the speed of transactions
and the pace of change demand that companies seek the linkage between many
elements –regulatory, financial and competitive. Over 40% of finance leaders find
governance to be one of their top enterprise risk priorities.

22
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Finance leaders struggle to
prioritize and link business risk
and strategy cross-functionally
In general, finance leaders feel shaky about the linkages among and the prioritization of business risks.
Over 50% of leaders say they “agree” that their organizations prioritize risks by impact, yet only 20%
of finance leaders say that they “agree” that data is
used to identify the linkage between risks. Furthermore, nearly 75% of finance leaders say that they
feel “neutral” or “disagree” that their organizations
integrate risks across different functions. This lack

20%
35%

45%

45%

disagree that data
is used to identify
the linkage between risk.

27%
31%

disagree that risk
management is integrated across different functions
in their organization.

42% 21%
38%

33%
38%

agree that they
have a good
understanding of our greatest
business risks.
Agree

Neutral

41%

41%

41%

41%

of integration is also evident in performance management, as just over 70% of leaders say that they
feel “neutral” about or “disagree” that their companies link performance management with risk. This
further emphasizes the importance that finance
leaders place on marrying strategy with risk, and
how many are struggling to bring them together
through data points and processes alike.

42%

disagree that risk
mitigation is prioritized by likelihood of occurrence.

Disagree

29%
25%

46%

46%

disagree that risk
management and
performance management are
linked at their company.

50% 19%
31%

50%

disagree that
risk mitigation is
prioritized by the possible impact.

Reaching the Summit
The Wisdom of the Data Sherpa

If you aren’t sure which way is up, you
aren’t the only one. Finding meaning and
direction in the piles of data around you
has left the most well-intentioned finance
leader questioning north and south.

The good news is that data-
savvy finance leaders are actively using data to help manage aspects of enterprise risk.
The bad news is that data itself
is becoming a larger risk
The good news is that data-savvy
finance leaders are actively using data
to help manage aspects of enterprise
risk. The bad news is that data itself is
becoming a larger risk – and that having
the right data, the right structure and the
right analytics to manage risk is becoming increasingly difficult.

Tackling the relationship element of risk
is not for the faint of heart. “The idea of
risk is getting turned on its ear by data,”
says Anthony Scriffignano. “If you think
about the kind of risks that an organization faces, the types of risks that it had
yesterday don’t go away. But layered
on top of risks such as fraud, currency
arbitrage and compliance are risks like
cyber-security and cyber terrorism, and
people misusing information in unintended ways. The world is changing very
quickly – and deep learning, behavioral
analytics and understanding relationships are the only keys to tackling these
emerging risks.”
Finance leaders are paving the way
through the elements, and their scope is
growing. It’s clear that finance’s risk mandate has gone from a hike through known
terrain to an expedition of incredible magnitude – but an expedition fraught with
opportunity and meaning.

The Finance Mountaineer’s View of the Enterprise Risk Landscape
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What is Your Risk
Mountaineering Profile?
How does your organisation compare?

If you’re doing business right, you are taking risks every day.
Large or small, macro or micro, planned or unplanned, managed or unmanaged, risks are a part of the most seasoned
business veteran’s daily life. But the risk and return implications
of choices that companies make can be critical to driving a
growth agenda.
Risk is no longer a nebulous swamp monster to avoid, manage,
react to or mitigate. Nor is risk, in itself, a sure-fire gateway to
the doors of opportunity and growth. To scale risk effectively,
you need to identify the right growth journey for your company and make a plan to get there, preparing for and even
optimizing the risks you’ll face along the way. The complexity
of modern risk demands that we use data to identify, navigate
and decide.
Most financial leaders are keenly aware of the importance
of data and analytics to inform their strategic endeavors,
but effectively taking an integrated approach to moving the
entire operation of their companies in the right direction – up
the right mountain – and with the right supplies, is, to be blunt,
tricky. Yet, in the wake of cyber security threats, globalization,
economic disruption, digitization, reputational threats and regulatory pressures, it’s never been more important to prepare
and have an expert mountaineer’s clear risk vision.
What every mountaineer, and every finance guru needs, is
a data-infused compass and a map drawn with insights from
data. It’s not only about finding your strategic true north; it’s
about identifying the location on your map that you’d like to
scale, and creating a plan to scale it.

Who are you?
Disoriented Drifter

You aren’t sure which way
is up. Your data compass is
questionable, you aren’t sure
what data you need, and the
quality of the data you have
might be at risk. You aren’t
sure how to manage risk with
analytics and have no means
of creating a map.

Wandering Wayfarer

Your data may not be sending
you in the right direction, but
your organization does make
use of analytics and has a
general sense of where it
wants to go.

Uncertain Urbanite

Your data quality and data
flows are clean and can
provide the essential building
blocks for analytics. However,
your organization hasn’t identified how to use analytics to
move your risk strategy
forward.

Prepared Pioneer

Your data is clean, flows to
the right places and helps you
calibrate your organization’s
analytics – helping you to
navigate enterprise risk like a
true data Sherpa!

Risk isn’t getting easier to scale, but whether
you’re a Prepared Pioneer or a Disoriented
Drifter, there’s hope. Risk doesn’t have to be
simply a reality to be managed or a steep cliff
to steer clear of; it can be reimagined as an
adventure – and even your ticket to growth.
Finance can play a pivotal role in tackling
enterprise risk with data by helping the organization to understand where relationships exist
and how to navigate them. Risk navigation,
like mountain climbing, takes leadership and
planning. Armed with the right data, the right
strategy and the right team, finance has the
potential to scale new heights – by reimagining risk as an opportunity for data-inspired
leadership.
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